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1. General

This document describes the SHA1 to SHA256 change in Web Services data communication protocol
(hereinafter 'the protocol’) produced by Nordea (hereinafter ‘Nordea' or 'the bank’).

1.1 Web Services

Web Services (WS) is Nordea’s data communication protocol for file transfer between the bank and its
corporate customers. The Web Services protocol is based on common global standards and complies with
the definitions of the World Wide Web Consortium (W3C); see www.W3.0rg. In the WS connection,
data is always SSL encrypted in the Internet TCP/IP network. Customers are identified by Public Key
Infrastructure (PKI) certificates given by the bank. The bank is the issuer of the certificates (Certificate
Authority, CA).

The Web Services connection can be used to transmit local Cash Management service files used in
Finland, Estonia, Latvia and Lithuania. Web Services connection supports also file types which are used
in Corporate eGateway service.

1.2 SHAL - SHA256 Change

In support to provide secure services and solutions to our customers, Nordea will discontinue the support
of the SHA1 certificate and signing signature because of weaknesses in the SHA1 algorithm, and replace
it with SHA256.

The areas of change are:
a. The customer signing certificate (linked to each logon ID) used to create digital signatures will be
changed to use SHA256 signature hash algorithm. Chapter 2 describes this in more details.

b. Nordea recommends customer to use key length 2048 in the certificate signing request (CSR) when
downloading certificate from Nordea, so that the customer signing certificate will have key length 2048.
Chapter 2 describes this in more details

c. Customers need to use SHA256 signing algorithm when creating the digital signature. Chapter 3
describes this in more details, and there example request files in Appendix

d. When Nordea sends customers responses, the responses are signed with Nordea’s new SHA256
certificate and with SHA256 signing algorithm. Chapter 4 describes this in more details, and there are
example responses files in Appendix

e. Nordea will stop support of TLS 1.0 and 1.1. Chapter 5 describes this in more details.

2. Change in customer signing certificate

Before Sep 271 2022, the customer signing certificate issued from Nordea was
e  With SHAL signature hash algorithm.

e Key length could be either 1024 or 2048 depending on how it is defined in the certificate
signing request (CSR) which customer sends in when downloading the certificate. Currently
NSC client offered by Nordea only supports 1024 key length.

With the change implemented on Sep 27" 2022, the certificate is
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e  With SHA256 signature hash algorithm

e Key length could be either 1024 or 2048 depending on how it is defined in the certificate
signing request (CSR). Nordea recommends customer to use 2048. The new version of NSC
client offered by Nordea will support both 1024 and 2048 key length

After Sep 271 2022, even if customer defines the algorithm as SHA1 in the CSR, Nordea will overwrite
it to SHA256 and issue SHA256 certificate.

2.1 Customer effort

2.1.1 Development in Web Services software client

If customer uses own software client to download certificate from Nordea, and the software only supports
1024 key length in CSR, Nordea strongly recommends customer to make development to download
certificate with 2048 key length.

Nordea also provided new version of NSC client in Q4 2022, which support key length of 2048. So
customers can use it download certificate of key length of 2048.

For the change of SHA256 signature hash algorithm in certificate, based on our analysis, customers
don’t need make development in order to download SHA256 certificate. Even if customer defines the
algorithm as SHA1 in the CSR, Nordea will overwrite it to SHA256 and issue SHA256 certificate.
However customers should analyze the need of development themselves still. Both the current version
and new version of NSC client support downloading SHA256 certificates.

2.1.2 Testing and Migration

Nordea had implemented the change to issue SHA256 certificates to customers on Sep 27" 2022,

After the change, when customer makes a certificate download request to download or renew customer
signing certificate, customer will get SHA256 certificates from Nordea.

3. Change in Web Services Requests

In Web Services, both ApplicationRequest and SOAP-envelope should be signed.

Diagram below shows the process of creating ApplicationReques and SOAP-envelope, and the steps of
creating digital signature with certificate are the areas of the change, and they are also highlighted with
circles in the diagram.
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Previously, in digital signature, Nordea supports SHA1 algorithm
e SignatureMethod Algorithm = http://www.w3.0rg/2000/09/xmldsig#rsa-shal
¢ DigestMethod Algorithm =http://www.w3.0rg/2000/09/xmldsig#shal.

Now, in additional to old supported algorithms, Nordea will also support SHA256

e SignatureMethod Algorithm = http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256

o DigestMethod Algorithm = http://www.w3.0rg/2001/04/xmlenc#sha256

Example files are available in the appendix.

And during Q1-Q2 of 2024, Nordea will stop supporting the SHA1 algorithm. Requests signed with

SHAZ1 algorithm will be rejected.

3.1 Customer effort

3.1.1 Development in Web Services software client

Customers need to develop own software client so that the SHA256 algorithm will be used when creating

the digital signature in the ApplicationRequest and SOAPRequest to Nordea.

3.1.2 Testing and Migration

Nordea will support both SHA1 and SHA256 algorithms for a period and discontinue support of SHA1 in
Q1-Q2 of 2022. So customers will have a long period of time for development, testing and migration
before Nordea stops supporting SHAL.
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Nordea will send newsletters to customers in advance to inform the exact date when Nordea will stop
support of SHAL.

4. Change in Web Services responses from Nordea

According to Web Services standard, when Nordea sends customers ApplicationResponses and SOAP-
envelope messages, those are signed with Nordea’s signing certificate.

Nordea’s responses have been signed with SHAL certificate and SHA1 algorithms. In Feb 2022, Nordea
deployed parallel services

Existing service https://filetransfer.nordea.com/services/CorporateFileService

https://filetransfer.nordea.com/services/CertificateService

»  No change as of today. Nordea’s messages will be signed with SHA1 certificate and SHA1
algorithms

=  For customers messages towards Nordea, service supports both SHA1 and SHA256
certificates, and SHA1 and SHA256 signing algorithm

= And in the end of Q1 of 2024, Nordea will close this service though

New service https://filetransfer.nordea.com/services/CorporateFileService/sha2

https://filetransfer.nordea.com/services/CertificateService/sha2

» Nordea’s ApplicaResponses and SOAP-envelope messages will be signed with SHA256
certificate and SHA256 algorithms

=  For customers messages towards Nordea, service support both SHA1 and SHA256 certificates,
and SHA1 and SHA256 signing algorithm

e However during Q1-Q2 of 2024, Nordea will stop supporting the SHA1 algorithm in
this service, customer messages towards Nordea signed with SHAL algorithm will be
rejected.

Example files for Nordea’s responses are available in the Appendix.

Nordea’s new SHA256 signing certificate and the Root CA certificate are published in Nordea.fi

4,1 Customer effort

4.1.1 Development in Web Services software client

Customers need to develop own software client so that the client can process Nordea’s responses which
are signed with SHA256 certificate and SHA256 algorithm.


https://filetransfer.nordea.com/services/CorporateFileService
https://filetransfer.nordea.com/services/CertificateService
https://filetransfer.nordea.com/services/CorporateFileService/sha2
https://filetransfer.nordea.com/services/CertificateService
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5.

4.1.2 Testing and Migration

Customers can use the new service to develop and test, while still use the old service in the daily

operation.

Customers have long period for development, testing and migration before Nordea stops support of
SHA1 in Q1-Q2 of 2024. Nordea will send newsletters to customers in advance to inform the exact date.

Change of Disabling TLS 1.0 and 1.1

Transport Layer Security (TLS) 1.0 and 1.1 are security protocols for establishing encryption channels
over computer networks. Nordea Web Services has supported these protocols in the past. However, due
to evolving regulatory requirements as well as new security vulnerabilities in TLS 1.0, Nordea requires
customers to remove TLS 1.0/1.1 dependencies in customers’ Web Services client software, and Nordea
will stop the support of TLS 1.0 and 1.1 in Q2 2024. Nordea will send newsletter to customers in advance

to inform the exact date.

6. Summary on customer efforts

responses are signed with
Nordea’s new SHA256
certificate and with SHA256
signing algorithm.

Customer
Customer testing and o
Change area development | migration Timeline
efforts needed | efforts
needed
Customer changed on Sep 27th 2022 by Nordea.
I needs to . . . .
The customer signing analyze the Nordea will overwrite the algorithm setting
certificate (linked to each need. Based customer defines in CSR (certificate
logon ID) used to create digital or; our Yes signing request) and issue SHA256
signatures will be changed to analysis, no certificate.
use SHA256 signature hash ’
. development . .
algorithm. is needed in Both thg current vesion and new version of
MOt Cases NSC client supports downloading SHA256
certificates.
Nordea already supports SHA256
Customers need to use algorithm in requests sent by customers.
SHAZ256 signing algorithm In Q1-Q2 2024, Nordea wiII_ stpp the
when creating the digital Yes Yes support of SHAL, and we will inform the
signature. exact time later. Customer needs to be
ready with the change by that time.
In the new service which Nord_ea uses SHA256 cert_ificate gnd_
runs parallelly to the existing algo_nthm n the new services. Existing
service, when Nordea sends sseé\’/bl\ies remain unchanged and it is with
customers responses, the Yes Yes Nordea will stop SHA1 service in Q1 2024

and we will inform the exact time later.
Customer needs to be ready with the
change by that time.

Nordea recommends
customer to use key length
2048 in the certificate signing
request (CSR) when
downloading certificate from

Yes if customers uses own
software client to download
certificate. Otherwise,
customers can use the new

Nordea supports issuing certificate of 2048
key length already. Nordea issues 1024 or
2048 key length certificate based on the
setting customers define in CSR.
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Nordea, so that the customer NSC client which Nordea
signing certificate will have provides A new version of NSC client which
key length 2048. supports 2048 key length has been

available since Q4 2022

Nordea will stop support
of TLS1.0and 1.1

Yes Yes By Q2 2024, will inform exact time later

Appendix
Examples of ApplicationRequest with SHA256 algorithm

Part of XML
<ApplicationRequest xmIns="http://bxd.fi/xmldata/">
<Customerld>11111111</Customerld>
<Command>DownloadFileList</Command>
<Timestamp>2022-01-12T11:13:50.907+02:00</Timestamp>
<Status>ALL</Status>
<Environment>PRODUCTION</Environment>
<Softwareld>NordeaTest</Softwareld>
<FileType>VKEUR</FileType>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315#WithComments"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>k9HODYPZaWA0oM3GCLThodICPzZxsH+OLKb7kAEc4yv4=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>MvLEc8SsHIZ45dsQ8cBWwJ02QqshIAAGIdEPgJ26mNNvV2GJILAY 1i9URg2Kawfo/flk7a/
45T4uMwUtVcVwbuseEo=</SignatureValue>
<KeylInfo>

<X509Data>
<X509Certificate>MI11CIDCCAdygAwWIBAgICP3UWDQYJKoZIhveNAQELBQAwWaTELMAKGALIUEBhMCUQOUXHjAcBgNV
BAOT FU5vemRIYSBCYWSrIEFCIChwdWJIsKTEKMCIGALUEAXMbTm9yZGVhIFRIc3QgQ29ycG9yY XRIIENB
5mecJ0gsNc0GI2BtWoZ1FBIwR8huzZ5u6yFwOV2UNWGKOmMsFS11DyLxRuLMpXcDhaaBZnB5RvpLIC
UcDAgpY XrK+nYtHmMJJFSCsI6WA==</X509Certificate>

<X509IssuerSerial>

<X509IssuerName>2.5.4.5=#130b3531363430362d30313230,CN=Nordea Corporate CA 01,0=Nordea Bank AB
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(publ),C=SE</X509IssuerName>
<X509SerialNumber>76885</X509SerialNumber>
</X509IssuerSerial>
</X509Data>
</KeyInfo>
</Signature>

</ApplicationRequest>

Examples of SOAP Request with SHA256 algorithm

Part of XML

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope/" xmins:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/">

<SOAP-ENV:Header>

<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
S:mustUnderstand="1">

<wsu: Timestamp xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:1d="XWSSGID-1641978992783830948719">

<wsu:Created>2022-01-12T09:16:32.733Z</wsu:Created>
<wsu:Expires>2022-01-12T09:21:32.733Z</wsu:Expires>
</wsu: Timestamp>

<wsse:BinarySecurity Token xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.0asis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3" wsu:ld="XWSSGID-
1641978992675-
1475305108">MIIC+zCCAeOgAWIBAgIDASXVMAQOGCSqGSIb3ADQEBBQUAMGQxCzAIBgNVBAYTAINFMRA4WHAYDV
QQKExVOb3JkZWEgQmFuayBBQiAocHVibCkxHzAdBgNVBAMTFk5vemRIY SBDb3Jwb3JhdGUgZmljY XRIMRMwWEQY
DVQQFEwo01NzgwODYwWMjM4MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCCImzyaVAEr2cTt5gGPxuiMxZ5
JZRIDHUwyUMIags/JYbKCqg/MhumUEDDAKMAgGBIigFcEcBAZATBgNVHSMEDDAKgAhAC3XW288LpzAOBgNVHQ8
BAfSEBAMCBaAwDQYJKoZIhveNAQEFBQADggEBADVuzhrdKJwDXHph5fm5BOqufAIOfnUPSrFY fpDz3gRbyicRcBFj2
hklG+8wMUKITfASheRYL1hydk4EIJ3gaeieD7YN9OxMILy+svh3Y XGWnw9z9msRRyvJdVNLwws2sUgxIve6iPJROqVITS5f
Led9Y Xbfdb/tPE+g10Qw62kXyZkDNoxel8IUuihFLX20H/SPaRRHCAootUoNxuzFIUEHI/5zL3FMBWSsxdkfGrqmzF8/C5a31
GXWGgn/JK7KI1BYKx/weVWRuUiOFI5nflJQ=</wsse:BinarySecurity Token>

<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="XWSSGID-1641978992673254148581">
<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<InclusiveNamespaces xmIns="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="wsse S SOAP-ENV"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1641978992781-412569123">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="S SOAP-ENV
ns2"/>

</ds:Transform>

</ds:Transforms>
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<ds:DigestMethod Algorithm="nhttp://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2hDXWPwOTrMIXCksTkj41SZwrligdY TQbafaUr4=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1641978992783830948719">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<InclusiveNamespaces xmlns="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="wsu wsse S SOAP-
ENV"/>

</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>pqwOmR08W2V5KEgsh3+fFmu94EHukEk=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue> MrQNHTalxYFm5FukMIrhb+XaOL+xkI615+PsUHju9Nco/Y Q&#13;
SexTD/5LN6q70MdpJ2dhA3xtEtUSL0z4geQ6Gh1Dycl6Wul xce3cNDpGL7gPUhw&#13;
TBBnyl+OhA/ylJeLfmA=</ds:SignatureVValue>
<ds:KeylInfo>

<wsse:Security TokenReference xmlins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-
utility-1.0.xsd" wsu:1d="XWSSGID-1641978992756-860740920">

<wsse:Reference URI="#XWSSGID-1641978992675-1475305108" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:Security TokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</SOAP-ENV:Header>

<S:Body xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:1d="XWSSGID-1641978992781-412569123">

<ns2:downloadFileListin xmIns="http://model.bxd.fi" xmlIns:ns2="http://bxd.fi/CorporateFileService">
<RequestHeader>
<Senderld>1205585055</Senderld>
<Requestld>1</Requestld>
<Timestamp>2022-01-12T11:13:50.907+02:00</Timestamp>
<Language>FI</Language>
<UserAgent>NEA</UserAgent>
<Receiverld>123</Receiverld>

<ApplicationRequest>PD94bWwgdmVyc2IvbjoiMS4wliBIbmNvZGluZz0iVVRGLTgiPz48QXBwhGIjY XRpb25SZXF1ZXNOI
HhtbG5zPSJodHRWOI8VY nhkLmZpL3htbGRhdGEVIj4NCiAgICABQ3VzdGItZXIIZDAXMTEXMTEXMTwvQ3VzdGotzXJJZ
D4NCiAgICA8Q29tbWFuZD5Eb3dubGOhZEZphGVMaXNOPCIDb21tYW5kPgOKICAGIDXxUaW1lc3RhbXA+
jZPUEpSMHFWSVQINWZMZWQ5WVhiZiYjMTM7DQpkYi9UEUrZzEwUXc2MmtYeVo5MzROSOXVWHZ4eGdBaWIiw
WXISAOFWTHNsYmewd ThQTOtCeFQ1MjdmNHRXRHc1cGVpS3A3bHRZRUNMIIMXMzSNCKJY Y XZjMGtETm94ZUkA4bF
V1aWhGTFgyMEgvU1BhUIIQOFVh3RVb054dXpGSXVFSGWYNXpMMOZNQIdTc3hka2ZHenFtekY4LOMLY TMmIzZEzOwO
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KMUdYV0dnbi9KSzdLSTFCWUt4L3dIVIdSdWkwRkk1bmZJISIEOPCIYNTA5Q2VydGImaWNhdGU+PFg1IMDIJc3N1ZXJIT
ZXIpYWw+PFgIMDIJc3N1ZXJIOYW1IPjluNS40LjU9IZEzZMGIZNTMxMzYzZNDMwMzYyZDMwMzEzMjMwLENOPU5vc
mRIYSBDb3Jwb3JhdGUgQOEgMDESTz10b3JkZWEgQmFuayBBQiAocHVibCksQz1TRTwvWDUwOUIzc3VIck5hbWU+PF
g1IMDITZXIpYWxOdW1iZXI+NzY40DUSL1g1MDITZXIpYWxOdW1iZXI+PCIYNTAS5SXNzdWVyU2VyaWFsPjwvWDU
WOURhdIGE+PCILZXIJbmZvPjwvU2InbmFOdXJIPjwvQXBwbGIjY XRpb25SZXF1ZXNOPg==</ApplicationRequest>

</ns2:downloadFileListin>
</S:Body>

</S:Envelope>

Examples of ApplicationResponse with SHA256 algorithm

Part of XML
<c2b:ApplicationResponse xmins:c2b="http://bxd.fi/xmldata/">
<c2b:Customerld>1753419215</c2b:Customerld>
<c2b:Timestamp>2022-01-03T11:18:18+01:00</c2b:Timestamp>
<c2b:ResponseCode>00</c2b:ResponseCode>
<c2b:ResponseText>0OK.</c2b:ResponseText>
<c2b:Encrypted>false</c2b:Encrypted>
<c2b:Compressed>false</c2b:Compressed>
<c2b:UserFileTypes>
<c2b:UserFileType>
<c2b:Targetld>0000602153</c2b:Targetld>
<c2b:FileType>INFO</c2b:FileType>
<c2b:FileTypeName>Info</c2b:FileTypeName>
<c2b:Country>FI</c2b:Country>
<c2b:Direction>Download</c2b:Direction>
<c2b:FileTypeServices>
<c2b:FileTypeService>
<c2b:Serviceld/>
<c2h:ServiceldOwnerName/>
<c2b:ServiceldType>N</c2b:ServiceldType>
<c2h:ServiceldText/>
</c2b:FileTypeService>
</c2b:FileTypeServices>
</c2b:UserFileType>
<c2b:UserFileType>
<c2b:Targetld>0000602153</c2b:Targetld>
<c2b:FileType>VKEUR</c2b:FileType>
<c2b:FileTypeName>Rates of exchange</c2b:FileTypeName>
<c2b:Country>FI</c2b:Country>
<c2b:Direction>Download</c2b:Direction>

<c2b:FileTypeServices>

11
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<c2b:FileTypeService>
<c2b:Serviceld/>
<c2h:ServiceldOwnerName/>
<c2b:ServiceldType>N</c2b:ServiceldType>
<c2h:ServiceldText/>
</c2b:FileTypeService>
</c2b:FileTypeServices>
</c2b:UserFileType>
</c2b:UserFileTypes>
<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedIinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>Vs/PeGRIiXx/qSWirbhcHy3REY se6HyvjaF6kl=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>qG54/FBZeoOPOKK470/b0Gz51m/SHgQOIi0IWVKink3s57v3PV3EsxkRRjMdal1InZn4KHon9Ae6mgdHS5
wJbj/OV64jINevao5+gMjLaG2qFzkIVWpGgZiEweGyMWQ7X4BiLwOBtUNWKK+zIsrj+3dJkp950cRvXnUXX1dDY p83eup5
IF+zMx3rgghg7xUMh1honXRtIRm+R24wNUPCY DKsoeh4AUfZmpQO9LHgKLLOGZXK20G+LGWhOAo+gcNe/gfMmVk

GeMCQtimx/T6mejNvOvBqBOXICsEcLVv/2zIFeFJHC9eiLDc3DXC5QtW2loGWKK8gHFLuuvIRQ==</SignatureVValue>

<Keylnfo>
<X509Data>

<X509Certificate>M11DizCCANOgAWIBAgIDASP+MAOGCSqGSIb3aDQEBCWUAMGsxCzAIJBgNVBAY TAINFMRAWHAY
DVQQKEXVOb3JkZWEgQmFuayBBQiAocHVibCkxJjBgNVBAMTHUSvemRIYSBDb3Jwh3JhdGUgU2VydmVyIENBIDAX
MRQWEgYDVQQFEws1IMTYOMDYtMDEyAeFwOyMDEYM]ExMjMxMDVaFw0yMjExMjcxMjMzNTBaMG4xCzAJBgNV
BAYTAINFMRgwFgYDVQQKDA90b3JkZWEgQmFuayBBYnAxGzAZBgNVBAsMEkNvcnBvemF0ZSBDaGFubmVsczEo
MCYGALIUEAwwWfRmIsZSBUcmFuc2ZIciBXZWIgU2VydmljZXMgVGVzdDCCASIwDQYJKoZIhveNAQEBBQADggEPAD
CCAQ0CggEBAPJEBEZzsdUL4vg/01xmhdWDnYhPOjsWrpWKXD8RPM2XMVhsINNHrIZNEXC15AUzep27fVF3Y7ujbu+v]C
U7ECAWEAAaM1IMDMwCQYDVRTBAIWADARBgNVHQ4ECgQIQrtcU9YxVbUwEWY DVROjBAWWCOAIRMeT2dI7VsE
wDQYJKoZIhveNAQELBQADggEBAKD2tIB86¢/ImkG2ntXkAqiAzZMipRVSN1/ZZkOtmBuf56ziUQQMLORIipMjlyP9grDh
JI10qghsL1jo+GSDBSdceW008Uh5bhrnGT8640zj4tS354sgESUUKCUY ZUiw70PGP9IgJKIp6KLFTIKNhJ0o18ealthUSAGC7K
Xgoud4SfaN1214m/wBZY1147PQa8X5B1npHruVbhbhbQccVurnF3gjpLHFKsINBI39tl4taYwBgRe81pR3S6p2HMIIWFK5nU
3Ef/LleeFsWVCpfR2x0BOBOgFbLOPFjC+FfQVLZ2A414+gjL321mVz7sp4zVVZ860K XolrTzexg+E=</X509Certificate>

<X509IssuerSerial>

<X509IssuerName>serialNumber=516406-0120, CN=Nordea Corporate Server CA 01, O=Nordea Bank AB (publ),
C=SE</X509IssuerName>

<X509SerialNumber>74750</X509SerialNumber>
</X509IssuerSerial>

</X509Data>
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</KeyInfo>
</Signature>

</c2b:ApplicationResponse>
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Examples of SOAP Response with SHA256 algorithm

Part of XML

<soapenv:Envelope xmiIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/*
xmins:cor="http://bxd.fi/CorporateFileService" xmIns:mod="http://model.bxd.fi"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<soapenv:Header>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
soapenv:mustUnderstand="1">

<wsu: Timestamp xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="Timestamp-a0f4d549-cca6-4alc-bbf9-1672976fda29">

<wsu:Created>2022-01-03T10:18:19Z</wsu:Created>
<wsu:Expires>2022-01-03T10:23:19Z</wsu:Expires>
</wsu:Timestamp>

<wsse:BinarySecurity Token xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:ld="SecurityToken-7c9e3edc-6cad-41c1-8585-
1672976fbafd">MIIDizCCANOgAWIBAgIDASP+MAOGCSqGSIb3aDQEBCWUAMGsXxCzAIJBgNVBAY TAINFMRAWHAYDV
QQKEXVODb3JkZWEgQmFuayBBQiAocHVibCkxJJAKBgNVBAMTHUSvemRIY SBDb3Jwh3JhdGUgU2VydmVYIENBIDAX
MR1MTYOMDYtMDEyMDAeFw0yMDEyMjExMjMxMDVaFw0yMjExMjcxMjMzNTBaMG4xCzAJBgNVBAY TAINFMRg
wFgYDVQQKDA9Ob3IkZWEgQmFuayBBYnAxGzAZBgNVBAsSMEKNvcenBvemF0ZSBDaGFubmVsczEoOMCYGALUEAwW
wfRmIsZSBUcmFuc2ZIciBXZWIgU2VydmljZXMgVGVzdDCCASIwDQY JKoZIhveNAQEBBQADYYEPADCCAQ0CggEBA
+vJCU7TECAWEAAaM1IMDMwCQYDVROTBAIWADARBgNVHQ4ECGQIQrtcU9YxVbUwEwWYDVR0OjBAwwWCoAIRMeT2dI
7VSEwDQYJKoZIhveNAQELBQADggEBAKD2tIB86c/ImtXkAgqiAzZMipRVSN1/ZZkOtmBuf56ziUQQMLORipMjlyP9grDh
JI10qghsL1jo+BSdceW008Uh5bhrNeC6roLnGT8640zj4tS354sgESUUKCUY ZUiw70PGP9IgJKIp6KLFTIKNhJ0oI8ealtbUSA6GC
7KXgou44SfaN1214m/wBZY1147PQa8X5B1npHruVbhbhbQccVurnF3gjpLHFKsINBI39tJ4taY wBgRe81pR3S6p2HmMIIWFKS5
nU3Ef/LleeFsWVCpfR2x0BOBOgFbLOPFjC+FfQVLZ2A414+gjL321mVz7sp4zVZ860KXolrTzexg+E=</wsse:BinarySecurity
Token>

<Signature xmiIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="#Timestamp-a0f4d549-cca6-4alc-bbf9-1672976fda29">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>U9cNMytdSuDpQ1SUIWU++I0UTWrifmTELDTcsfkitzU=</DigestValue>
</Reference>
<Reference URI="#Body-e4b05d21-45c7-4dfb-ba48-1672976ff6ca">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>0iF1RYFdgc4rnsmfz00khrFF800Ye7A6Pv2HMBFxs=</DigestValue>
</Reference>
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</Signedinfo>

<SignatureValue>pmQ1E5zIpwRB5JLIiUoa7mHyolZuoG505VfadgHmfemBulgCobe0saMC4SWZLaShvVFIrlg+idmM+t2L0

7X9jhoprpYH103Z0oVDQ5DHmMnBINJIXy2X9IN3m/q2zUVp2mEKp8VT1pTDbGtfIMPgPVz5eq15SPVHsSX3wLYpB4Qu+BYqj
H4ZBQ8M6YbF3HObgH80vz8n3tWK53vY600bBu9itFbywvSGL163ZUxH4BtjvOk0SZgB0ObSecudSKLpRxcOY SxTjcZIbno4
bsohwRnaHKZvr4TIhKH1eMQx/TdEprSSrxWdvoUlllwV71LJ0MOw==</SignatureValue>

<KeylInfo>
<wsse:Security TokenReference xmlns="">

<wsse:Reference URI="#SecurityToken-7c9e3edc-6cad-41¢c1-8585-1672976fbafd" VValueType="http://docs.0asis-
open.org/wss/2004/01/o0asis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:Security TokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</soapenv:Header>

<soapenv:Body xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="Body-e4b05d21-45c7-4dfh-bad8-1672976ff6ca">

<cor:getUserInfoout>

<mod:ResponseHeader>
<mod:Senderld>1205585055</mod:Senderld>
<mod:Requestld>1</mod:Requestld>
<mod:Timestamp>2022-01-03T11:18:18+01:00</mod:Timestamp>
<mod:ResponseCode>00</mod:ResponseCode>
<mod:ResponseText>OK.</mod:ResponseText>
<mod:Receiverld>123</mod:Receiverld>

</mod:ResponseHeader>

<mod:ApplicationResponse>PGMyYjpBcHBsaWNhdGIvblJIc3BvbnNIIHhtbG5zOmMyYj0iaHROcDovL 2J4ZC5maS94bWxKY
XRhLylI+PGMyYjpDdXNOb21IckIkPJE3NTcIMTkyMTUSL2MyY jpDdXNOb21IckIkPjxjMmI6VGItZXNOYW1wPjlwMjItMD
EtMDNUMTE6MTg6MTgrMDEEMDASBL2MyY jpUaW1Ic3RhbXA+PGMyYjpSZXNwh25zZUNvZGU+
+PGMyYjpTZXJ2aWNISWRPd25Ick5hbWU+VEIMSVRBTESGT 1IKPCIjMmI6U2VydmljZUIKT3duZXJOYW1IPjxjMmI6U2
VydmljZUIKVHIWZT5BPC9jMmI6U2VydmljZUIkVHIwWZT48YzJiOINIcnZpY 2VJIZFRIeHQ+RKkwOSAXNTcyIDMwMDAgM
zIANSA2NzwvYzJiOINIcnZpY 2VIZFRIeHQ+PCIjMmIBRmMISZVR5cGVTZXJI2aWNIPjwvY zJiOkZpbGVUeXBIU2VydmljZX
M+PC9jMmI6VXNIckZpbGVUeXBIPjxjMmI6VXNIckZpbGVUeXBIPjxjMmI6VGFyZ2VOSWQ+MDAwWMDYwM]E1Mzwv
YzJiOIRhemdIdEIkPjxjMmI6RmIsZVR5cGU+ +PGMyYjpGaWxIVHIWZVNIcnZpY2U+

+MDAWMDYwMjE1IMzwvY zJiOIRhcmdIdEIKPjxjMmI6RmMIsZVR5cGU+VEIUTzwvY zJiOkZpbGVUeXBIPjxjMmI6RmIsZV
R5cGVOYW1IPKkFjY291bnQgU3RhdGVtZW50IEZIPCIjMmMIGRMISZVR5cGVOYW1IPjxjMmI16Q291bnRye T5GSTwvY zJiO
PGMyYjpEaXJlY3Rpb24+RG93bmxvYWQBL2MyYjpEaXJlY3Rpb24+PGMyYjpGaWxIVHIWZVNIcnZpY 2VzPjxjMmI6RmI
SZVR5cGVTZXJI2aWNIPjxjMmI6U2VydmljZUIkLz48YzJiOINIcnZpY2VIZEI3bmVyTmFZS8+PGMy Y jpTZXJ2aWNISWR
UeXBIPk48L2MyY jpTZXJ2aWNISWRUeXBIPjxjMmI16U2VydmljZUIkVGV4dC8+PCIMmI6RmMISZVR5cGVTZXJ2aWNIPj
wvYzJiOkZpbGVUeXBIU2VydmljZXM+PC9jMmI6VXNIckZpbGVUeXBIPjwvY zJiOIVzZXJGaWxIVHIWZXM+PFNpZ25hd
HVyZSB4bWxucz0iaHROcDovL3d3dy53My5vemevMjAwMC8wOS94bWxke2Inlyl+CjxTawduZWRJIbmZvPgogIDxDYW5v
bmljY WxpemF0aW9uTWV0aG9kIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemevVFIVMjAWMSI9SRUMteG1sLWMXNG
AMJAWMTAZMTUILz4KICA8U2InbmFOdXJITWV0aG9KIEFsZ29yaXRobTOiaHROcDovL 3d3dy53My5vemevMjAWMS8wWN
C94bWxkc2InLW1vemUjenNhLXNoY TI1NilvPgogIDxSZWZlcmVuY2UgVVJIPSIiPgogl CAgPFRY Y W5zZm9ybX M+
+PFgIMDITZXJpYWxOdW1iZXI+NzQ3NTAS8L1gIMDITZXJpY WxOdW1iZXI+PCIYNTA5SXNzdWVyU2VyaWFsPjwvW
DUwWOURhdIGE+PCILZXIJbmZvPjwvU2InbmFOdXJIPjwvY zJiOkFwcGxpY 2F0aW9uUmVzcG9uc2U+</mod: ApplicationRes
ponse>

</cor:getUserInfoout>
</soapenv:Body>
</soapenv:Envelope>
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